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Abstract

This article provides a comprehensive analysis of the application of artificial
intelligence (AI) in combating money laundering within the realm of
cryptocurrencies. It evaluates advanced Al techniques such as supervised and
unsupervised machine learning, deep learning, graph-based analytics, anomaly
detection, explainable Al (XAI), and federated learning with an emphasis on
privacy preservation, aiming to address challenges arising from the decentralized
and pseudo-anonymous nature of crypto-assets. The research employs a
descriptive-analytical method, utilizing library resources, legal documents, and
case studies for data collection and analysis. The main research question is: To
what extent is Al effective in combating money laundering through
cryptocurrencies, and what challenges does it face in this domain? Findings
indicate that as the integration of advanced Al technologies within financial
systems expands, Al-driven solutions are expected to play an increasingly vital
role in safeguarding global financial infrastructures - such as the Financial Action
Task Force (FATF) - against illicit activities. The synergy between technological
innovation, the evolution of regulatory frameworks, and ethics-based governance
will be the key determinant of success in establishing a safer and more transparent
digital economy. The results demonstrate that the use of Al in anti-money
laundering (AML) efforts, particularly within the cryptocurrency sector,
represents a transformative development. Continuous updates to Al models to
counter emerging threats, along with their integration into robust governance
frameworks, position the financial industry to mitigate money laundering risks
effectively and uphold the integrity of the global financial system both now and
in the future.
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